
In March, the Federal Communications 
Commission adopted its highly contro-
versial net neutrality order, which imposes 
various “open Internet” requirements on 
mass-market broadband access provid-
ers—the cable, DSL, fiber and wireless 
companies that connect us to the Internet 
every day. The open Internet requirements 
include no blocking, no throttling, no paid 
prioritization and enhanced consumer 
transparency. But the order also reclassi-
fied broadband Internet service as a com-
mon carrier offering under Title II of the 
Communications Act, subjecting broad-
band providers to a number of provisions 
historically reserved for traditional fixed 
and mobile telecommunications opera-
tors. Appeal of the order is now pending in 
the D.C. Circuit, but with the court’s denial 
of stay request, the order went into effect 
on June 12.

One consequence of the FCC’s reclas-
sification order is that broadband Inter-
net access services now will be subject 
to Section 222 of the Communications 
Act, a provision that governs the privacy 
of customer information. Reclassification 
of broadband also displaces the Federal 
Trade Commission’s authority over broad-
band Internet access privacy practices 
under Section 5 of the FTC Act, which ex-
empts communications common carriers 
from its purview.

In extending Section 222 to broadband 
providers, the FCC declined to adopt new 
regulations or to extend its existing regu-
lations under that section. As a result, for 
the immediate future the FCC’s enforce-
ment bureau, which has a central role in 

implementing the open Internet order, 
essentially will be setting broadband pri-
vacy obligations on a case-by-case basis 
through enforcement proceedings and 
advisories. The bureau has released a pri-
vacy enforcement advisory, which notes 
that the statutory requirements of Sec-
tion 222 will be enforced against broad-
band providers, but provides no practical 
guidance on how those requirements 
should be interpreted and implemented. 
It advises only that providers “should em-
ploy effective privacy protections consis-
tent with their privacy policies and core 
tenets of basic privacy protections” and 
“should take reasonable, good-faith steps 
to comply with Section 222.” Broadband 
providers are left to wonder what “core 
tenants” apply and what “effective privacy 
protections” are necessary in light of this 
new statutory obligation.

This approach provides significant 
risks for broadband providers and their 

business partners, and uncertainty 
for consumers as to how customer 
information can be used and shared. In 
fact, depending on how it is enforced, the 
approach could jeopardize the business 
case of existing and startup online 
companies. Take for instance a mobile 
operator that collects and sells consumer 
information, or a startup that relies on 
this information to offer its services. The 
value obtained from such data could help 
improve customer service and reduce 
retail prices. Removing these uses means 
not only potentially undermining the 
business case for new, innovative services, 
but also might tilt the competitive 
playing field in favor of companies that 
have access to similar customer data, but 
whose services are outside the scope of 
the FCC’s open Internet order.

Another question is the scope of 
customer information covered by the 
new requirements. For example, Section 
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222 applies to what is known as customer 
proprietary network information (CPNI), 
which refers to the quantity, technical 
configuration, type, destination, location 
and amount of use of a telecom service. In 
short, it restricted telephone companies’ 
disclosure and use of information like your 
rate plan, the details of phone numbers 
you dialed and amount of usage.

While the CPNI concept was enacted 
with traditional telephone services in 
mind, it is not clear what the term applies 
to in the broadband context, and more 
importantly what it requires of broadband 
providers. Broadband providers should 
now look at the types of information 
they obtain from their customers and 
users, and compare their uses of the 
information to the requirements of 
Section 222. That section may apply to any 
information about the customer’s use of 
broadband services—like websites visited, 
information transmitted, applications and 
online services used, and other information 
about customers (like analytics and Big 
Data) that the broadband provider gets 
by providing services. Section 222 also 
could be interpreted to apply to individual 
location information, details about what 
services the person subscribes to from a 
broadband provider and potentially even 
information that a broadband provider 
receives about an individual from other 
providers. All of these concepts are already 
addressed in Section 222, although in 
provisions that were written with legacy 
phone services in mind.

The FCC is focused on privacy practices. 
It found in a recent enforcement action 
that Section 222 imposes a general 
duty to protect the confidentiality of a 
customer’s “proprietary information,” 
which, according to the FCC’s $10 million 
notice of apparent liability against the 
carriers in that case, is broader than 
CPNI and extends to personal data that 
customers would expect a carrier to 
keep private. This approach, if applied to 
broadband, could lead to one set of FCC 
requirements for protecting customer 
information generally, and a differing 
set for the more narrowly defined 
category of CPNI. Having two different 
but overlapping definitions of what is 
covered information, as well as different 

requirements applicable to each, will 
raise significant complexities and 
challenges for companies, particularly 
regarding customer consent, access and 
information sharing.

In addition to enforcement by the 
FCC, a provision of the Communications 
Act that the FCC specifically determined 
will apply to broadband services allows 
injured parties to bring suit against 
carriers in federal court. This allows 
individual lawsuits, and also presents a 
risk of privacy class action litigation under 
Section 222, a significant unintended 
consequence of the Title II decision. In 
addition, determining consumer injury 
from alleged privacy breaches presents its 
own set of complexities. The FCC also has 
shown a recent interest in using Section 
222 to target data breaches, and the 
particular standards for what constitutes 
“reasonable” protection of customer data 
is another area rife with uncertainty.

Some services of broadband providers 
may not be subject to these new 
requirements. As the FCC recognized 
in the open Internet order, broadband 
access providers offer applications and 
services, such as email, that are separate 
from Internet access and would likely 
remain outside the FCC’s Title II authority. 
Presumably, customer information 
associated with these separate apps 
would not be subject to Section 222 or 
the FCC’s jurisdiction and, under a recent 
district court decision, could remain at 
least for now subject to the FTC’s Section 
5 authority. Accordingly, companies may 
have different privacy requirements that 
apply to related online offerings, and 
identical information could be treated 
differently based on the service through 
which it was obtained. This also could 
result in disparate treatment of broadband 
providers and application providers 
involving the same customer information.

Finally, information sharing, including 
between broadband providers and their 
application or marketing partners, may 
now face scrutiny from the FCC. Under 
Section 222, sharing of covered customer 
information is not allowed unless it is 
required by law, approved by the customer 
or necessary to provide the particular 
services requested by the customer (e.g., 

Internet access). For broadband providers 
that have relationships with business 
partners, now is the time to closely 
examine what information is shared with 
those business partners and how it is 
shared. These might include, for example, 
broadband provider relationships with 
affiliated lines of business; music, video, 
entertainment or other content providers 
that offer a value-added services; online 
behavioral advertising networks that 
collect and share information about their 
customers; and software and service 
providers that depend on or enhance 
customers’ use of broadband services. If 
the purpose of sharing is not one of the 
few that is allowed under Section 222, 
if the restrictions on subsequent use do 
not track Section 222, or if the governing 
contract does not have the appropriate 
privacy and security provisions in place 
that respect the “core tenets of basic 
privacy protections,” the company may 
find itself at risk under the new-to-them 
requirements of Section 222.

Broadband providers and the 
companies that work with them should 
explore the new obligations that apply to 
broadband customer information. Given 
the uncertainty, established and startup 
companies operating in the Internet 
ecosystem must closely monitor this 
facet of the open Internet order and be 
actively involved in seeking appropriate 
regulatory guidance. At the minimum, 
providers should make sure that their 
practices comply with the existing and 
emerging “core tenets” of privacy law.
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