
Money laundering is a term that is used to refer to financial transactions in which individuals 

and criminal enterprises attempt to disguise the proceeds and sources of funds obtained 

through illicit activities by funneling them through banks or other legitimate financial 

institutions.1 To address concerns that some of the same techniques used to perpetuate criminal 

activity were also being used to promote terrorism and evasion of government sanctions,  

The Patriot Act was enacted in 2002. Since then, federal regulators have imposed more than 

$5.4 billion in civil money penalties, fines, and forfeitures (“monetary penalties”)2 against 

financial institutions in connection with alleged violations of Bank Secrecy Act (“BSA”)3 and 

Anti-Money Laundering (“AML”)4 regulations.5

This article traces key recent developments in the US regulatory landscape that have led 

to the expansion in the scope and size of BSA and AML actions and analyzes recent data 

released by the Financial Crimes Enforcement Network (“FinCEN”), the federal regulator 

directly responsible for enforcing BSA/AML compliance. FinCEN regulations require that 

financial institutions file Suspicious Activity Reports (“SARs”) when their BSA/AML  

compliance and monitoring programs identify suspicious activity and determine it warrants 

reporting under BSA/AML regulations and statutes. From 2002 through 2015, increases 

in regulatory investigations and enforcement actions have accompanied a roughly six-fold 

increase in the filing of SARs.6 The growth in SAR filings is only partly explained by expansion 

in the types of financial entities subject to the SAR and AML reporting requirements; SAR 

filings by banks also grew sharply even though they have been subject to the reporting 

requirements since 1996. 

Given regulators’ enhanced scrutiny over BSA/AML compliance, the data suggest that the 

number of regulatory enforcement actions and private lawsuits will continue to grow, 

along with the size of fines and penalties. Financial institutions’ expenditures on AML and 

regulatory compliance have grown apace, and such compliance costs are also expected to 

continue to grow as enforcement actions propel firms to raise compliance standards to meet 

stricter regulatory expectations.
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Recent Developments in BSA/AML Enforcement Action 
Objectives and Emphases

A More Aggressive BSA/AML Enforcement Regime Develops

Since the financial crisis of 2007-2008, regulators have emphasized the importance of strict 

AML law enforcement and have become more aggressive in pursuing enforcement actions 

against alleged wrongdoers. Reflecting its more deliberate focus on enforcement, FinCEN added 

a stand-alone Enforcement Division in June 2013.7 

In November 2013, FinCEN Director Jennifer Shasky Calvery underscored the agency’s focus 

on strengthening enforcement practices in a speech before the ABA Money Laundering 

Enforcement Conference:

“…strong enforcement efforts may be needed. Not only do such actions correct the 

bad behavior of those on the receiving end, they also ensure that financial institutions that 

have been diligent in their efforts do not lose business to competitors seeking to cut corners 

with respect to AML.”8 

Acceptance of Responsibility and Acknowledgement of the Facts by  
Financial Institutions

In response to criticism that financial regulators were too lenient in settlement agreements with 

perpetrators of financial crime, FinCEN has stressed individual and corporate responsibility with 

respect to BSA/AML compliance. FinCEN’s change in approach has paralleled a broader shift 

in the regulatory approach toward enforcement actions. Historically, financial institutions that 

were the subject of FinCEN or other regulators’ enforcement actions could typically consent to 

a penalty without admitting or denying the alleged facts. Beginning in 2011, this practice was 

challenged by several US District Court judges.9 By 2012, some regulators began to press firms 

to admit to allegations as part of settlements resolving enforcement actions. For instance, in the 

mid-December 2012 press release announcing HSBC’s record monetary penalty for BSA/AML 

compliance failures, the Department of Justice (“DOJ”) stated: 

“HSBC has waived federal indictment, agreed to the filing of the information, and has 

accepted responsibility for its criminal conduct and that of its employees.”10 

FinCEN Director Shasky Calvery indicated in 2013 that her agency was deliberately changing its 

practices in order to force more targets of enforcement actions to take responsibility for alleged 

violations:

“As Director, I feel it is imperative that not only should those who violate the BSA be held 

accountable, but those who violate the BSA must take responsibility… In our most 

recent actions, the financial institutions have not been permitted to [‘]neither admit nor 

deny[’] the facts. Acceptance of responsibility and acknowledgment of the facts  
is a critical component of corporate responsibility.”11 
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FinCEN has not been alone in forcing financial institutions found non-compliant with BSA/AML 

regulations to accept responsibility for their shortcomings; the DOJ has done so as well. Thus, 

in January 2014, when his office announced a deferred prosecution agreement with JPMorgan 

Chase for BSA/AML compliance failures related to the Bernard Madoff Ponzi scheme and 

imposed another record-breaking monetary penalty, US Attorney for the Southern District of 

New York Preet Bharara commented:

“With today’s resolution, the bank has accepted responsibility and agreed to continue 

reforming its anti-money laundering practices.”12 

Such admissions of corporate responsibility in future settlements could bolster evidence of 

liability for third-party plaintiffs in related legal actions. 

Individual Accountability for Corporate Wrongdoing

Self-regulatory organizations and federal regulators have also stepped up enforcement 

actions against the executives and directors of financial institutions, making it clear that AML 

compliance failures can result in personal liability. 

In February 2014, the securities industry self-regulatory organization FINRA fined Brown 

Brothers Harriman & Co.’s former Global AML Compliance Officer Harold Crawford $25,000 and 

suspended him for one month for AML compliance program failures.13 

This relatively small personal penalty was soon followed by much more aggressive action by federal 

regulators. In December 2014, FinCEN filed a complaint via the US Attorney for the Southern 

District of New York against Thomas Haider, the former Chief Compliance Officer for MoneyGram, 

for “willful failure” to ensure compliance with BSA/AML statutes and regulations.14 The 

enforcement action aimed to secure a $1 million personal penalty and enjoin the defendant from 

participating in the management of any financial institution for “a term of years—to be determined 

at trial.”15 In January 2016, a federal judge upheld FinCEN’s authority by denying Haider’s motion 

to dismiss, finding that the BSA statutes “demonstrate[d] Congress’ intent to subject individuals to 

liability in connection with a violation of any provision of the BSA or its regulations, excluding the 

specifically excepted provisions.”16 

 

While FinCEN and other regulators had occasionally pursued personal liability claims against 

customer-facing financial institution employees for compliance violations,17 the Haider case 

is the first FinCEN enforcement action against a nationwide financial institution executive for 

“willful failure” to ensure compliance with BSA/AML statutes and regulations.18 The January 

2016 ruling raised the specter of personal liability for chief compliance officers and designated 

BSA/AML compliance officers going forward. 

In September 2015, the Department of Justice made FinCEN’s personal accountability 

enforcement action approach federal government policy by issuing the so-called “Yates Memo.” 

Circulated to all federal prosecutors under the subject “Individual Accountability for Corporate 

Wrongdoing,”19 this widely-reported document articulates DOJ’s position that “one of the most 

effective ways to combat corporate misconduct is by seeking accountability from the individuals 

who perpetrated the wrongdoing.”20 Declaring that “civil enforcement efforts are designed […] 

to hold the wrongdoers accountable and to deter future wrongdoing,” the Yates Memo leaves 

little doubt about the government’s intention to focus on “individual misconduct.”21 
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Taken together, these initiatives suggest an expanded scope for individual prosecution regarding 

corporate AML compliance, with important implications. If individual directors, officers, and 

executives of financial institutions admit to regulator allegations in future settlements, as it 

appears financial institutions and corporations already are, such settlements’ Statements of Facts 

could become central exhibits in related third-party plaintiffs’ legal actions, including in director 

and officer liability cases and class action lawsuits.

 

Trends in the Nature of Recent Cases 

From 2002 through 2015, at least 156 enforcement actions resulting in a court order were 

brought against financial institutions and their employees, directors and officers for BSA/AML 

violations. Figure 1 presents the breakdown of targeted institutions by type. The vast majority (119 

actions, or 76%) are banks, even though Title III of the Patriot Act also classifies at least four other 

types of entities as “financial institutions” for BSA/AML purposes.

Figure 1: Types of Institutions Targeted by Enforcement Actions
		  January 2002 to December 2015
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Notes and Sources: NERA analysis of data from FinCEN enforcement actions and BankersOnline.com  
BSA/AML penalties list.

The six largest monetary penalties in connection with BSA/AML violations were assessed in the 

last six years of this 14-year period (i.e., 2010 through 2015). Four of these required the financial 

institution to admit the accuracy of government claims and accept responsibility for the actions 

of its officers, agents, and employees who violated BSA/AML regulations.
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The Six Largest BSA/AML Settlements

Institutional 
Defendant

Main Allegations Monetary Penalties

JPMorgan Chase Bank, 
N.A. (“JPMC”)22,23 
January 2014

JPMC admitted and accepted responsibility for violations 
of the BSA during the period between 1996 and 2008, 
including failure to file SARs and failure to maintain an 
effective AML program, in connection with its relationship 
with Bernard Madoff and his Ponzi scheme.

$2.05 billion:
•	 $1.7 billion asset forfeiture to victims of 

Madoff’s Ponzi scheme to satisfy FinCEN and 
the US Attorney for the Southern District of 
New York.

•	 $350 million civil money penalty assessed by 
the Office of the Comptroller of the Currency 
(“OCC”).

HSBC Holdings plc24,25,26  
December 2012

HSBC accepted and acknowledged responsibility 
for violating the BSA from 2006 through 2010 by failing 
to adequately enhance and implement an effective AML 
compliance program, failing to maintain due diligence 
information on HSBC Group Affiliates, and ignoring money 
laundering risks associated with doing business with  
high-risk foreign customers, resulting in at least $881 million 
in drug trafficking proceeds being laundered through HSBC 
Bank USA.

$1.9 billion:
•	 $1.256 billion asset forfeiture to US 

Department of Justice.
•	 $665 million civil money penalty assessed by 

the OCC, the Federal Reserve, and the US 
Treasury Department.

ABN AMRO Bank N.V.27 
May 2010

ABN AMRO accepted and acknowledged responsibility 
for violating the BSA by knowingly and willingly engaging 
in transactions with entities associated with state sponsors 
of terrorism and Cuba and willfully failing to establish an 
adequate AML program after already being assessed an $80 
million civil money penalty for BSA/AML violations in 2005.28

$500 million:
•	 $500 million asset forfeiture to US 

Department of Justice.

Wachovia Bank, N.A.29 

March 2010
Wachovia consented to pay a civil money penalty without 
admitting or denying allegations that it violated the BSA 
by failing to properly report $8 billion dollars in suspicious 
transactions via SARs and to timely file over 11 thousand 
Currency Transaction Reports (“CTRs”).30 

$160 million:
•	 $110 million asset forfeiture to US 

Department of Justice, also satisfying civil 
money penalty assessed by FinCEN.

•	 $50 million civil money penalty assessed by 
the OCC.

Banamex USA31 
July 2015

Banamex USA consented to a civil money penalty without 
admitting or denying allegations that it failed to retain 
a qualified and knowledgeable BSA officer and sufficient 
staff, maintain adequate internal controls, provide sufficient 
BSA training, or conduct effective independent testing and 
auditing of its controls.

$140 million:

•	 $100 million civil money penalty assessed by 
the FDIC.

•	 $40 million civil money penalty assessed by 
Commissioner of the California Department 
of Business Oversight.

MoneyGram  
International Inc.32 

November 2012

MoneyGram admitted to violating the BSA by criminally 
aiding and abetting wire fraud and by failing to conduct AML 
audits, to conduct due diligence on MoneyGram agents, and 
to file SARs on/terminate agents MoneyGram knew to be 
involved in scams.

$100 million:

•	 $100 million asset forfeiture to victims of 
fraud schemes through the US Department of 
Justice Victim Asset Recovery Program.



www.nera.com   6

Historical Trends

Enforcement Trends Since the Financial Crisis

BSA/AML enforcement patterns changed dramatically during the Financial Crisis (2007-2009) 

and again thereafter.33 This can be seen in Figures 2 through 4, which depict BSA/AML 

enforcement activity from 2002 through 2015. 

Figure 2 charts annual enforcement actions34 and their composition by penalty status. Actions 

with a monetary penalty are shown in blue and those without are shown in green. From 2002 

through 2006, total actions climbed from two per year to 11. The count exploded in 2007 

and 2008 to 32 and 28 respectively, and then fell back to an annual average of ten from 2009 

through 2015. Monetary penalties were assessed in connection with each enforcement action 

from 2002 through 2006. From 2007 through 2009, a period when regulators may have 

been worried about financial institution stability and capitalization, most enforcement actions 

entailed a cease and desist order with no monetary component. From 2010 onward, monetary 

penalties were again the norm.

Figure 2: �Number of BSA/AML Enforcement Actions with and  
without Monetary Penalties, 2002 through 2015

Enforcement Actions 
without Monetary Penalties

Enforcement Actions 
with Monetary Penalties
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Notes and Sources: Data from FinCEN enforcement actions and BankersOnline.com BSA/AML penalties list. Enforcement 
actions are dated according to the date of the court order (e.g., cease and desist order, consent agreement, assessment of 
civil money penalty) in the matter.

Figure 3, limited to banks, shows the size of monetary penalties. Each enforcement action 

is represented by its own circle whose area indicates the penalty amount, height indicates 

the entity’s assets, horizontal location indicates date, and color indicates the entity’s primary 

“prudential” regulator. A three-stage pattern emerges: low-to-midsize penalties against 

mostly smaller institutions before 2007; numerous zero-penalty enforcement actions from 

2007 through mid-2009, also targeted primarily at smaller institutions; and a number of large 

enforcement actions against large institutions from late 2009 through the present. These trends 
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appear to be fairly consistent regardless of which supervisory agency was a bank’s primary 

federal regulator: the Federal Deposit Insurance Corporation (“FDIC”), the Federal Reserve 

Board (“FRB”), the OCC, the Office of Thrift Supervision (“OTS”), or the National Credit Union 

Administration (“NCUA”). That may be because many enforcement actions involve agencies 

other than a bank’s primary regulator, such as FinCEN, other prudential regulators, and the 

Department of Justice, which may lead all regulators to use similar benchmarks in targeting 

high-risk institutions and assessing penalties.

Figure 3: BSA/AML Enforcement Actions against Banks, 2002 through 2015
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Notes and Sources: Bubble size indicates penalty size. Bubble colors indicate primary federal regulators. The non-shaded 
bubbles represent institutions that received cease and desist orders or written agreements with the regulatory agencies; no 
financial penalty was assessed in these cases. From NERA analysis of data from FinCEN enforcement actions and BankersOn-
line.com BSA/AML penalties list. Asset data come from FFIEC Call Reports for the quarter-end prior to the enforcement action 
dates. Where bank`s assets are not available, parent company`s assets are used. Moneygram is excluded, as it is a money-
services business (MSB). 
1. JPMorgan Chase, N.A. and Citibank, N.A. exceed the scale of the chart. (A) refers to total assets, (P) refers to penalty.

As can be seen in Exhibit 3, the FDIC is the prudential regulator associated with the most BSA/

AML enforcement actions we identified, 59. However, 46 of those imposed no monetary 

penalty. The OCC is the prudential regulator associated with enforcement actions carrying the 

largest BSA/AML penalties: approximately $4 billion total through 2015 for actions in which 

the OCC took part. Most of that total is from just two enforcement actions, both also involving 

other federal regulators such as FinCEN.35 

BSA/AML enforcement action penalties have been rising not just in dollars, as seen in Figure 3, but 

as a percent of capital. As Figure 4 demonstrates, before 2007, no penalty exceeded 9% of the 

defendant institution’s total capital and less than one-quarter exceeded 5%. Since October 2009, 

nearly one-third of penalties have exceeded 10% of capital and more than 1-in-7 has been 

greater than 35%.36 The growing incidence of penalties that comprise a substantial portion of 

capital has not been limited to banks with a particular primary federal regulator, but rather has 

occurred across the regulatory spectrum. 
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Figure 4: �BSA/AML Penalties against Banks as Percent of Equity Capital,  
2002 through 2015
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1. Data points above the y-axis break.

What the data do not indicate is why, as the Financial Crisis receded, BSA/AML penalties rose 

so sharply, both absolutely and as a percentage of equity capital. More egregious behavior 

by certain financial actors is of course one possibility. But another is that regulators may have 

been less concerned by late 2009 that relatively large penalties might pose destabilizing risks of 

their own, given the improved market conditions. In addition to the potential deterrence value, 

these penalties also demonstrate to the public the importance of punishing failures by financial 

institutions to self-police financial crime in their midst.

Suspicious Activity Reporting by Financial Institutions

Since 1996, suspicious activity reporting using a standardized SAR form has been a central 

tenet of BSA/AML regulations.37 Financial institutions are required to report a transaction using 

a SAR if it involves at least $5,000 and the financial institution has reason to suspect that: (1) 

the transaction involves funds derived from illegal activities or is intended or conducted in 

order to hide or disguise funds or assets derived from illegal activities; (2) the transaction is 

designed to evade any federal requirements; or (3) the transaction has no apparent business 

or lawful purpose.38 Detailed reports describing the activity must be filed with FinCEN no later 

than 30 calendar days after the date of initial detection. A 30-day extension is given to identify 

a suspect if he or she is unknown.39 In addition, an immediate telephone notification of law 

enforcement is required in addition to filing a SAR if the violation is ongoing and warrants 

immediate attention, “such as, for example, ongoing money laundering schemes.”40 
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There are two ways to quantify suspicious activity reporting—the number of SAR forms filed 

with FinCEN, and the number of suspicious activities reported. Each SAR form can list several 

distinct suspicious activities regarding the same person or persons, and financial institutions 

historically have been free to decide whether to report multiple distinct instances of suspicious 

activities on a single SAR or to report each suspicious instance on a separate SAR.41 As a result 

of this discretionary approach, neither measure is necessarily more precise than the other in 

quantifying financial institution compliance with suspicious activity reporting requirements 

under BSA/AML regulations.

The number of SARs filed with FinCEN has grown nearly thirty-fold since 1996, when the SAR was 

introduced, and nearly five-fold since 2002, when the Patriot Act’s Title III expansion of BSA/AML 

requirements to certain non-banks took effect. Since 2003, banks have originated only half of 

SAR filings, money services businesses (“MSBs”) have reported nearly as many SARs as banks, and 

casinos and the securities and futures industries have reported a small but growing proportion of 

SARs. Figure 5 charts SAR filings by year and institution type. 

Note that intertemporal comparisons of SAR reporting should take into account several 

changes to that reporting in 2012 and 2013. On 29 March 2012, FinCEN introduced the new 

standardized SAR Form 111, while continuing to accept legacy SAR forms until 31 March 

2013; the legacy and new Form 111 statistics are reported separately by FinCEN because 

certain fields on the legacy forms do not analogize discretely onto particular fields in new 

Form 111. In addition, on 1 July 2012, FinCEN mandated that all SARs be filed electronically. 

FinCEN expected that “the adoption of the new unified SAR form and the implementation 

of e-Filing [would] enable the financial industry to report suspicious activity more swiftly and 

with more specificity.”42 While the publicly available data does not allow analysis of changes 

in the swiftness of SAR reporting, expectations of increased specificity are borne out by the 

substantial increase in SARs filed in 2014, the first full year with both e-filing and mandatory use 

of the new Form 111.

The increase in SAR filings reflects a combination of increased regulatory requirements, 

a broader range of institutions subject to BSA/AML regulations, and stronger compliance 

programs at financial institutions. The role of stricter compliance programs per se can be seen 

in the tripling, from 2002 through 2014, of SAR filings by banks, which were required to file not 

just in that period but previously.43
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It is worth noting that increases in SAR filings by financial institutions are not always welcomed 

by regulators. FinCEN has previously expressed concern about low-quality “defensive” SAR 

filings. In these cases, banks file brief SARs on wide-ranging categories of potentially suspicious 

activities in order to avoid potential liability for failing to report wrongdoing, without reporting 

sufficient context to allow regulatory or law enforcement personnel to use the SAR effectively 

in an investigation. FinCEN has responded to concerns about defensive filing by reviewing, on a 

sample basis, the quality of SARs to ensure that they “articulate […] the basic who, what, when, 

where, why, and how questions,” and by discussing concerns with smaller banks who may feel 

that “smaller banks can either file SARs defensively or run the risk of regulatory enforcement 

actions over cases that fall in the ‘grey area’ of whether to file.”44 FinCEN generally welcomes 

“a more cautious approach to the subjective question of what is suspicious,” provided that 

the SARs being filed are of a high enough quality that they are useful to regulators and law 

enforcement.45 

Figure 6 shows that the growth in bank SAR filings overwhelmingly involves transactions that 

break customers’ established statistical patterns or have unclear sources of funds (see the 

“BSA/Structuring/Money Laundering” data series in Figure 6). Detection of such suspicious 

transactions relies largely upon the coordination of banks’ internal statistical monitoring 

programs and the judgment of compliance personnel. The recent substantial rise in reporting 

suggests increased bank attention to identifying deviations from expected transaction sizes and 

frequencies for particular customer types, likely in response to FinCEN guidance46 and the new, 

more specific SAR Form 111.

Banks

Money Services Businesses
March 29, 2012 – FinCEN begins to accept new SAR Form 111.
July 1, 2012 – FinCEN mandates electronic filing of SAR forms.

April 1, 2013 – FinCEN ceases accepting legacy SAR forms; 
only Form 111 valid thereafter.
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Figure 5: Annual SAR Filings by Institution Type, 1996 through 2014
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Figure 6: �Characterizations of Suspicious Activities Reported in Bank SARs, 1996 through 2014
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patterns also emerge in more granular data—for instance, in the wake of large enforcement 
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Figure 7: SAR Filings versus Enforcement Actions by Institution Type, 2000 through 2014
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Conclusion

In recent years, there have been notable increases in the number of BSA/AML enforcement 

actions and the size of penalties. Nearly 90% of BSA/AML enforcement actions from 2012 

through 2015 included monetary penalties, compared to less than half from 2002 through 

2011.48 Penalties have grown substantially in both absolute terms and as a proportion of firm 

capital.49 Nearly $4.4 billion, more than 80% of the total monetary penalties imposed since 

2002, have been levied since 2012.50 

Recent enforcement trends suggest that financial institutions will continue to face more intense 

regulatory scrutiny for broader categories of BSA/AML violations. Our analysis indicates that 

FinCEN and other financial institution regulatory bodies recently have pursued larger penalties 

against alleged BSA/AML violators, even when such penalties equal a substantial fraction of a 

firm’s total capital, and regulators have not announced plans to change tack. Moreover, the 

addition of FinCEN’s stand-alone Enforcement Division in June 2013 is expected to increase 

FinCEN’s capacity to pursue larger numbers of regulatory investigations each year.
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Since dissemination of the Yates Memo, regulators have indicated their intent to force both 

financial institutions and their directors, officers, and executives to admit wrongdoing in 

future settlements; if they succeed in doing so, it may provide third-party plaintiffs with 

acknowledgments relevant to their own lawsuits. Thus, regulators are pursuing enforcement 

regimes increasingly aimed at deterring misconduct by holding individual financial institution 

directors, officers, and employees accountable for BSA/AML compliance.

Financial institutions have responded to enforcement actions and evolving guidance regarding 

suspicious activity reporting by substantially increasing both the number of SAR filings and 

number of suspicious activities reported across time. Regulators have ramped up enforcement 

efforts in recent years concomitant with the rise in SAR filings. As a result, financial institutions 

should be prepared for enforcement actions targeting a broader scope of violations going 

forward.
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